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Development of automatic threat detection for real-time location-tracked personal
protection via wearable devices
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This paper presents the development of an algorithm for detecting physical and psychological threats to personal protection
officers using smartwatch sensors, along with a monitoring application. Physical threat detection is defined as a problem of
identifying four states using a 1D CNN based deep learning model with acceleration values from an Inertial Measurement
Unit (IMU) as input. The four states are defined as walking, running, desk work, and threat. We analyzed the correlation
between model identification accuracy and inference time through experiments. Psychological threat detection is defined as
a problem of detecting whether the current wearer is in a normal or threatened state using a signal processing algorithm that
extracts features from a Photoplethysmography (PPG) sensor and 1D CNN model based algorithm. Notably, motion artifacts
due to user movement are a primary cause of PPG signal interference. To remove the effects of motion artifacts, we added
a Gaussian Mixture Model (GMM) algorithm to improve inference performance. We derived threat detection performance
through subject experiments using a VR horror experience game.
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Fig. 1. 1D CNN structure in the frequency domain.
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Table 1. Model accuracy in time domain and frequency domain.
Accuracy
Model Azt g Foi4 Y
SVM
Kernel: RBF 0.7481 0.4614
SVM
Kernel: Linear 0.6904 0.9430
K-NN 0.7610 0.9779
Random Forest 0.7610 0.9688
SGD 0.5882 0.9246
1D CNN 0.9564 0.9746
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Table 2. Real-time validation results in time domain and frequency domain.

Accuracy
s% 28
A2t B9 T F9
a7 99% 100%
=17 100% 93%
KA EH 84% 88%
A4 74% 95%
total 89.25% 94%
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Fig. 2. Visualization of PPG signal preprocessing and prediction algorithm.
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Fig. 3. 1D-CNN model structure trained on PPG signals.
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